Mucbmo CoeeTta Peaepaumm PepgepanbHoro Cobpanunsa PO ot 12 anpensa 2018 r. N 66-02.110/J16 O

Mucbmo CoBeTta ®epepaunn PegepansHoro CobpaHus PP ot 12 anpensa 2018 r. N
66-02.110/J1IB O meTOANYECKNX PEKOMEHAAUMAX O pa3MeLleHUN Ha MH(POPMaLMOHHbIX
cTeHaax, ohuuManbHbIX MHTEPHET-canTax U ApPyrux MHopMauuOHHbIX pecypcax
obuieobpa3oBaTenbHbIX OpraHu3aLuMm U opraHoB, OCYLUECTBNAKOLWMUX yripaBreHue B ccepe
ob6pasoBaHus, uHdopmaumm o 6e3onacHOM noBegeHUN N Ucnonb3oBaHuu cetn "UHTepHeT"

B paMkax peamuzanuu peKOMEHAAUMH TaplaMEHTCKUX CIOymlaHud "AKTyallbHble BOIIPOCHI
oOecrieueHusi 0€30MacHOCTH W Pa3BUTHS JeTeld B WHQPOPMAIMOHHOM NPOCTPaHCTBE', KOTOpPHIE MPOILIH B
Cosete Denepanuu 17 anpens 2017 r., 6butn pa3paboTaHbl METOANYECKME PEKOMEHOALMM O pa3MElICHUN
Ha MH()OPMALMOHHBIX CTEHIAX, O(UIMANbHBIX HHTEpHET-caiiTax W APYrux HH(POPMAIMOHHBIX pecypcax
00111e00pa30oBaTeNbHBIX OPraHu3aliii W OpraHoB, OCYHIECTBIIIONIMX YIpaBieHHEe B cdepe oOpa3oBaHUs,
uHpopmalun O Oe30IacHOM TOBEJACHMM W MCIOJb30BaHWU cetd "MHrepHer" (manee - METOAMYECKUE
PEKOMEHIAITIH ).

Pa3paborka nmaHHBIX METOOUYECKUX PEKOMeHOaLMM Oblia BKIIOYEHA B TIEPEUCHb PEKOMEHAIUA
BBIIICYKA3aHHBIX MMapJaMEHTCKUX CIyIIAaHUH 1O MpeasoxkeHnto MunucTepcTBa o0pa3zoBanusi U Hayku Poccun,
a aKTyallbHOCTh OTMEYeHa MHOTUMH aJMHHHUCTpanusiMu cyOwpekToB Poccuiickoit denepannu u
Me1arorn4ecKuMi pabOTHUKAMH.

B 2017 romy skcmepramu u uieHamu Bpemennoit xomuccun Copera Pepepauuud N0 Pa3BUTHIO
HHGOPMALMOHHOT0 00111ecTBa OBIIM MOArOTOBJICHBI METOANUECKIE PEKOMEHIALNY C YUETOM:

1. Mmerorierocs ombiTa pazMenieHuss HHQoOpManruu Ha caifiTax o0mieo0pa3oBaTeIbHBIX OpraHn3alHid, a
uMenHo noptana "CereBuuok" u CrnencTBeHHOro komuteTa Poccuiickoit @eaepannu;

2. AKTyalnbHOCTH W BaKHOCTH Pa0OTBl C TpeMs ayIuTOpUSIMH: TMeJarornieckue pabOTHUKH,
o0yyaromyecs: 1 UX POAUTENH (3aKOHHBIEC TIPEACTABUTEIH);

3. HeoOxomumocTtn pasmenieHuss HHGOPMALMH, ITOCBSIICHHOW O€30MacHOMY H pa3BUBAIOIEMY
HCIIONB30BaHuIo ceTu "MHTepHeT", a TaKKe HOPMATUBHO-TIPABOBOTO XapaKTepa.

B pamkax MeTOOWYECKUX pPEKOMEHOALMAX HemoCPeICTBEHHBI IPEACTaBICHbl CBEIACHHA O
BO3MOXHOCTH HCIIOJIb30BaHUS HMHGOPMALMOHHBIX CTEHAOB, oduiuanbHbeIX MHTEpHET-pecypcax U cpencTsa
MaccoBoil WH(pOpMaIMM, OpHEHTHPOBaHHBIC Ha 00meoOpa3oBaTeIbHBIC OPTaHW3AIlMd W OpTaHaM,
OCYILIECTBISIIOIMM yIIpaBieHue B cdepe oOpa3oBaHus, M PEKOMEHAyeMble NaMATKH W HHpopMauus K
Pa3MELIEHUIO W Ty OJIMKaLuH.

B Teuenune npekabpst 2017 meToOMYecKMe peKOMEeHOauMW cTaid MpeaMeToM OOIIeCTBEHHOIO
00CYXIIeHHs WieHaMH DKCIIEPTHOTO COBETa M0 MH(pOpMaTH3aLuM CHCTEMbl 00pa30BaHMs W BOCIHMTAHHS TPH
Bpemennoit komuccueit Cosera denepaunu no pa3BUTHIO HHOOpMAIMOHHOTO 00IIecTBa (Hajee - DKCIepTHBIH
COBET), B KOTOPBIH Ha JJaHHBIHA MOMeHT Bxoaut Oosnee 205 000 megaroros. Tak ¢ TekcToM 03HAKOMIIIOCH 11052
nenaroros, a 6osnee 100 npenoXeHUi ObUIH YUTEHBI.

B cBs3u ¢ BeImIeyKa3aHHBIM, npoury Bac paccMmoTpers maHHbIe METOAMYECKME peKoMeHOauun u
HaNpaBUTh WX B OpraHbl WCIOJHUTEIbHON BiacTH cyObekToB Poccuiickoit denepannu, oCymecTBISIONNC
roCy/lapcTBEHHOE ympaBlieHHEe B cdepe o0pa3oBaHus, C pEKOMEHJAIMel ydecTh HX B paboTre ¢
nHGOPMAIMOHHBIME ~ pecypcaMu  00Ie00pa30BaTENIbHBIX OPraHW3aluii M OPIraHOB, OCYIIECTBIAIOIINX
yrpasjeHne B chepe o0pa3oBaHusl.

Co cBoeil cTOpoHBI, Ha caliTe DKCIEPTHOrO COBeTa MO HMH(OPMATHU3ALMU CHUCTEMBI 00pa3oBaHMA U
BocriuTanusi npu Bpemennoit komuccum Cosera dexepaunu mo pa3BUTHIO MHGOOPMALKMOHHOTO 0OIIECTBa
www.Enuneiiiypok.pd onyOnukoBaHel JaHHBIE METOOUYECKME pPEeKOMEeHAauuW ©  NpencTaBIICHBI
pexoMeHnyeMble Matepuaisl (B pasaene "[Ipoektsl", myHkt "llomynspuzauuu KyJabTypsl WHPOPMAIMOHHON
Oe3omacHocTH").

KonraktHoe numo: AOpamoB Cepreii AnekceeBuu, nomolnHuk wiena Cosera ®Denepanuu JI.H.
Bokogoii, Tein.: 89992802030; e-mail: 2017@eaunbritypok.pd.

JI.H. boxoBa

MeTtoauyeckue peKOMeH/Ial1U 0 pa3MellleHUH Ha MHPOPMALIMOHHBIX CTEHAAX, 0(pHIHATBHBIX
HHTEePHeT-CAlTaxX U APYruX HH(POPMALMOHHBIX pecypcax 001eo0pa3oBaTeJbHbIX OPraHU3AUMI U
OPraHoB, OCYLIECTBJISIONIUX yIIpaBjieHHe B cepe 00pa3oBaHusi, UH(POpMALUHN 0 0€30IACHOM MOBEIeHUH
W UCI0JIb30BaHnu ceTH ""UHTepHeT"

OkcnepramMu U wieHaMu Bpemennoit komuccnu CoBera depepalini 0 pa3BUTHIO HHPOPMAITHOHHOTO
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o0miectBa B paMKax BBIMIOJHEHHWS PEKOMEHIAIMHA NapjJaMEeHTCKUX CIymIaHuid "AKTyalbHblE BOIPOCHI
obOecrnieueHusi 0€30MACHOCTH M Pa3BUTHA JleTe B MH(POPMAIIMOHHOM MPOCTPAaHCTBE", KOTOPHIE MPOIIIH B
Cosere ®enepanuu 17 ampens 2017 1., 60U pa3paboTaHB METOAMYECKHE PEKOMEHIAIIMN O pa3MEIICHUN Ha
HHGOPMALMOHHBIX CTEHAAX, OQGHUUIUAIBHBIX HHTEPHET-caiiTax M ApYrux HHGOPMALMOHHBIX pecypcax
001me00pa3oBaTeNbHBIX OPraHM3alliii W OpraHoB, OCYIIECTBIISIOIIMX YyIpaBieHHEe B cdepe oOpa3oBaHUs,
nHpopMaru O Oe30macHOM NOBEACHHWM W HCIONb30BaHUM ceTh "VHTepHer" (manee - METOOUYECKHE
PEKOMEH AT ).

Metoandecknue peKOMEHIAIMK HalpaBJIeHbl HA KaueCTBEHHOE MOBBIIICHUE YPOBHS MH()OPMAIIMOHHOM
JesITeNbHOCTH 0011e00pa30BaTebHbIX OPraHMW3allii U OpPraHOB, OCYLIECTBISIONINX YIpaBieHHE B cdepe
o0pazoBaHus, B 4YacTH HHGOPMHUPOBAHHS Y4YalIUXCA, HX pOAWUTENeH (3aKOHHBIX MpEACTaBUTENEH) H
NeIarorn4ecKuX pabOTHUKOB 00 OCHOBHBIX acleKTax HH(OPMAalMOHHON 0€30MacHOCTH.

Metoanveckne pPEKOMEHJAIMK TO3BOJAT  00IIE00pa30oBaTENbHBIM OpraHM3alMsiM M OpraHam,
OCYIIECTBIISIOMINM YIIpaBlieHHE B cepe 00pa3oBaHMs, aKTyaTU3UPOBaTh YK€ MCIONb3yEeMbIe 1 pa3MeIleHHbIe
WHPOPMAIMOHHBIE MaTePHAaJIbl, TAK U MOATOTOBUThH WX B CIlydae UX OTCYTCTBHUS C YUETOM JIYUIIMX MPAKTUK W
peKoMeHAaIui.

B pamMkax MeToan4YecKUX PeKOMEHJAIUN pacCCMaTPUBAIOTCS CIIEAYIOIUE HHCTPYMEHTHL:

1. nHpOpMaLIMOHHBIE CTEHIBI;

2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi MH(opManMy (LIKOJIbHBIE T'a3€Thl, IEAArOTMYECKUE U3AaHUs U IPYTHE).

HNudopmannmoHHbIe CTEHABI

Ha wH(popMalnMoHHBIX CcTeHAax B 00IIe00pa3oBaTeIbHBIX OpPraHHU3AIMIX, PACIOJIOKCHHBIX B (hoiie
yUpexJIeHN U B KaOWHEeTaX, OCHAIIEHHBIX IePCOHAJbHBIMH YCTPOHCTBAMH ISl BhIxoJa B ceTh "MHTepHert",
PEKOMEHIyeTCsl pa3MeCTUTh WH(OPMAIMOHHBIE MaMSITKH, COAEp)Kal[ie OCHOBHBIE COBETHI IO OOECIICYCHHIO
MH(OPMAITMOHHON 0€301MaCHOCTH yUYaIIuXCsl.

B npunoxennn N 1 kK MeToOWYecKUM pPEKOMEHIANWSAM MpEICTaBIeH oOpasel MaMATKH It
pa3MenieHys: Ha UHPOPMAIIMOHHBIX CTEHAAX.

CpencrBa MaccoBoii nHopManuu

B cpencrBax MaccoBoii HH(pOpMAaIMK, OPUSHTUPOBAHHBIX Ha 00YYAIOIIUXCS, PEKOMEHAYETCS B TCUCHHE
y4e0HOI0 TOfla PEryJIIpHO MyOJIMKOBAaTh HHPOPMAIIMOHHBIE MaTEPHAIIbI, TIOCBSAIICHHBIE OTACIbHBIM aCIeKTaM
“H(OPMAITMOHHOM 0€30MMaCHOCTH, a TAKXKE Pa3IMUHbIC TAMSITKHU OOIIEro Xapakrepa.

B cpencrBax maccoBoil WH(pOpMalWu, OpPUEHTHPOBAHHBIX Ha MEAArOTMYECKYI0 OOIIECTBEHHOCTD,
pEKOMEHIyeTCsl B TEYEHHE KaJIeHOApHOTO TOJa PeryisipHO MyOIMKOBaTh WH(POPMAIMOHHBIE MaTepHAIBI,
IIOCBALICHHBIC OTACJIBHBIM AaCIICKTaM I/IH(i)OpMaHHOHHOfI 6e3OHaCHOCTI/I KaK HCCOBCPHICHHOJICTHUX, TaK U
00111e00pa3oBaTEebHBIX OpPraHM3alldi, a TaKKe pa3IMYHble MaMATKH, 0030pbl HOPMAaTHBHO-IIPABOBOI'O
PETYIMPOBAaHUS TaHHOU chephl 1 HHPOPMAITHIO O aKTYaITLHBIX MEPOTIPUATHSIX M COOBITHAX B JAHHOU cdepe.

B xone mposenenns Enunaoro ypoka o 6e3omacHoctr B cetu "MHTEpHET" peKoMeHIyeTcs 00eciednTh
BBIMIYCK TEMATUYECKOTO BBIITYCKAa CPEICTBA MacCOBOW MH(OPMANINK TNOO CepuH MyOIHKaIwiA, Cpear KOTOPBIX
PaccMOTpeTh OPTaHU30BaHHBIE MEPOTIPUATHS ISl O0YYAFOIINXCS, X POJUTENEH (3aKOHHBIX MPEACTABUTENEH) H
Iearorn4ecKoi 00IIeCTBEHHOCTH.

O¢puunanbubie MHTEpHET-pecypcebl

O0m1eo6pa3oBaTENbHBIM OpraHU3alsIM PEKOMEHYETCsl Ha CBOMX oduuuansHeix MHTEpHET-pecypcax
obecreunTh (YHKIUOHUPOBAHUE CAMOCTOATENILHOTO W CIIEMUaIM3UpOBaHHOTO pasnena "MHpopmanuoHHas
0e30macHOCTh", B paMKaxX KOTOPOTO MPEIyCMOTPETh Pa3MeENICHIE CIEAYIOMed nH()OpMAITIH:

N Paznen/monpaznen ®dopmMart npecTaBICHUsS CopepskaHue MaTepUaIoB
MaTepUaIOB
1. JlokanbHble HOpMATHBHBIC aKThl | KOIUU TOKYMEHTOB B Pa3memiaroTcst KOUM J0KyMEHTOB, T.€.
B c(hepe obecriedeHIS dhopmate *PDF CKaHMPOBAHHBIN BapUaHT JOKYMEHTA,
nH(pOpMaITMOHHON COOTBETCTBYIOIINN TPEOOBAHUAM K
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6€301MacHOCTH 00YJaITHUIOMINXCS napaMeTpaM CKaHHUPOBaHUS.
Pa3memaroTcst TOKyMEHTHI,
PErIaMeHTUPYIOIUE OPTaHU3ALMIO U
paboTy ¢ MepCcOHaIbHBIMU AaHHBIMH,
IUTaHBI MEPONIPUATHH 1O 00eCIICUEHHIO
WH(POPMAIIMOHHOW 0E€30TIaCHOCTH
00yyYaromuxcs u Apyrue.

2. | HopmatuBHOe peryiupoBanue | Komuu JOKyMEHTOB B [Ty6nukyroTcst akTyalbHbIE CBEACHUS O
tdopmare *PDF (benepanbHBIX U PErHOHATBHBIX
3aKOHaX, MUChbMAax OPTaHOB BIACTH U
JIpyrHe HOPMAaTHBHO-TIPaBOBbIE
JIOKYMEHTBI, pEriIaMEHTHPYIOIINE
obecnedyenne HHGOPMAITMOHHOM
0e30MacHOCTH HECOBEPILIEHHOJIETHHUX.
JomnyckaeTcs BMECTO KOITUI pa3MeIarhb
TUNEPCCBHUIKU Ha COOTBETCTBYIOIINE
JIOKYMEHTHI Ha caliTaXx OpraHoB
roCyJ1apCTBEHHOM BJIACTH.

3. | IlemarormyeckuM paboOTHHUKAM TekcT Ha cTpaHUIlE caiTa Pasmemiarorcs meToauueckue
KOIH1H ZOKYMEHTOB B PEKOMEHIAINH 1 YKa3bIBAETCS
dopmare *PDF WH(pOPMAITHS O MEPOTIPUATHSIX,

MPOEKTaxX U NPOrpaMMax,
HalpaBJICHHbIX HA OBBIILICHHUE
WHPOPMAIIIOHHOHN IPaMOTHOCTH
Me1arorn4eckux pabOTHUKOB.

4. OO0ygaromuMces Tekcr Ha cTpaHuIe caiTa Pasmenraercs nadopmarmonnast 1
namstka (npunoxeHue N 2) u
yKa3bIBaeTcs HHGOpMAIHS O
MEpOTNPUSATHSX, MPOCKTAX U
nporpaMmax, HalmpaBICHHBIX Ha
MOBBIIIICHNE NHPOPMAIIMOHHON
TPaMOTHOCTH 00YJarOIIUXCA.

5. | PonuTensaMm (3aKOHHBIM Tekcr Ha cTpaHuLEe caiTa Pasmeniaercs undopmaronnas
MIPEJICTABUTEIISIM) namsitka (npunoxeHue N 3).
00yJaronuXxcst

6. | derckue Ge3omacHble CAalThI Texct Ha cTpanuie caiita | Pasmentaercs nHpopmarus o

PEKOMEH/TyeMbIX K HCIOJIb30BaHHIO B
y4eOHOM Ipolecce OE30IaCHBIX CaiiTax,
OaHHEpBI OE30MACHBIX JETCKUX CANTOB.

Opranam, OCYLIECTBISIIOIIMM YIpaBieHue B cdepe o0Opa3oBaHus, PEKOMEHIyeTCd Ha CBOHUX
oumanbHBIX UnTtepuer-pecypeax o0ecreynTh (yHKIMOHUPOBaHUE CaMOCTOSITEIBHOTO u
crienuanu3upoBanHoro paszaena "MHdopmaunonHas 0e30macHOCTBH', B paMKax KOTOPOro HPEeAyCMOTPETH
pasMeleHre caenyomeid HHpopMaImu:

N Paznen/monpaznen dopmar ConeprkaHue MaTepuaoB
TIPE/ICTABICHHS
MaTepuaIoB
1. | HopmaruBHOE Konmu noxymentoB B | [lyOnukyroTcst akTyanbHbIE CBEACHUS O
peryinpoBaHue ¢dopmare *PDF (enepanbHBIX U PETHOHATIBHBIX 3aKOHAX, THChMaX

OpraHoB BJIACTH U IpYrue HOpMaTUBHO-IIPABOBEIE
JIOKYMEHTBI, pErJIaMEHTUPYIOIIUE 00eCIIeUeHIE
HHGOPMAIIMOHHON 0€30MaCHOCTH
HECOBEPIICHHOJICTHUX.

JomyckaeTcs BMeCTO KON pa3Meriarh
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TUNCPCCBUIKN Ha COOTBETCTBYIOIIUC NOKYMCHTEI Ha
caiiTax OpraHoB rocyJIapCTBEHHOHN BJIACTH.

3. | Ilemarornyeckum TekcT Ha cTpaHuIEe Pasmemarorcs Mmetoanyeckue peKOMEH AN U
paboTHHKaM catita Kormun yKa3bIBaeTCs MH(GOPMAITUSI O MEPOTIPUATHSIX,
JIOKYMEHTOB B MPOEKTaX U MpOrpaMMax, HallpaBJICHHBIX Ha
¢dopmare *PDF NOBBIIICHNE HHHOPMALIMOHHON TPAMOTHOCTH
MEArOTHYCCKUX PAOOTHUKOB.
4. | Oby4atommcst Tekcr Ha cTpanuIe Pazmemiaercs napopMannoHHas mamsaTKa (
caiira npunoxeHue N 2) u ykassiBaeTcss ”HPOPMAIHS O

MEPOTIPHUATHUSX, IPOEKTaX U MPOrpaMmax,
HalpaBJICHHbIX HA MOBBIIIEHHE HH(OPMALIMOHHON
TPaMOTHOCTH 00YYarOLIHXCSl.

5. | Pogurensm (3akOHHBIM Tekcr Ha cTpaHuLe Pa3smeniaercs nHpopMaIoHHast maMsTKa (
MPEICTABUTEISIM) caiita npunoxeHue N 3).
o0yJaronmxcs

6. | Herckue Ge3omacHble Tekcr Ha cTpanuLe Pasmemaercs undopmanus o peKOMEHIYEMBIX K
CalThl caiita UCIIOJIB30BaHMIO B Y4eOHOM Tporecce 0e30macHbIX

caiiTax, OaHHEpBI OE30MACHBIX ICTCKUX CAalHTOB

B memsix obecrieueHus MOJIOKEHHUS O 3alpeTe PeKIaMbl B 00pa3oBaTeNbHBIX OPraHU3alMAX B PaMKax
JelcTByronero ¢enepanbHOro 3aKOHOAATENBCTBA 00ME00pa30BaTEIbHBIM OPraHU3aLMsIM HE PEKOMEHIYEeTCs
HCTONb30BaTh METOAUYECKUE MaTepUasbl U APYrod 00pa3oBaTesIbHBIA KOHTEHT, KOTOpPBIE OBIIN pa3paboTaHbl
KOMMEPUYECKUMH OPTraHU3alUsIMHU M COAEPKAT PEKIaMHYI0 MH(QOPMAIHIO JTIOOBIX TPOIYKTOB U (Win) yciyr. B
CBOIO OYepelb OpraHaM, OCYLIECTBISIONINM yIpaBiieHHe B cepe 00pa3oBaHMs, PEKOMEHIYETCS UCKITIOUUTD U3
MPAaKTUKH PACIPOCTPAaHEHUST M PpeKOMEeHAaluuu o001eo0pa3oBaTedbHbBIM OpraHu3alusIM MOJOOHOTO poaa
MaTepHasoB.

MpunoxeHue N 1

MamsTka piis odyyarommxcsi 00 HHGOPMALMOHHOKH 0€30MACHOCTH JIeTel

Henb3sn

1. Bcem monpsix coo0ImaTe CBOXO YacTHYIO WH(pOpMAIHio (HacTosmue umMsi, hamunmro, TenedoH, aapec,
HOMED IIKOJBI, a Takxke (GoTorpaduu CBOH, CBOEH ceMbH U JIpy3eil);

2. OTKpBIBaTh BIIOKEHHBIE (haiiIbl 2JIEKTPOHHOM IOUTHI, KOTIa HE 3HACLIb OTIIPABUTEIIS;

3. I'pyOuTth, npuaAnpaThCs, OKa3bIBaTh JaBJICHHUE - BECTH Ce0s1 HEBEXKIIMBO M arPECCUBHO;

4. He pacnopspkaiics neHbramMu TBOEH ceMbH 03 paspellleHHs CTaplIMX - BCEraa CrpalluBai
poauTenei;

5. He BcTpeualicst ¢ IHTEpHET-3HaKOMBIMU B PEAJIBHOM KU3HU - IOCOBETYHCS CO B3POCIIBIM, KOTOPOMY
JIOBEpSEIIb.

OcTOopoOXKHO

1. He Bce mumyTt mpaBmy. Uumrtaems o cebe HempaBay B WHTepHeTe - cooOmm 00 3TOM CBOUM
POAMTEIISAM HJIH OIEKYyHaM;

2. IlpuriamaroT nepenucrBaThCs, UTPaTh, 0OOMEHUBATHCS - IPOBEPH, HET JIM [I0JIBOXA;

3. HezakonHoe kommpoBanue ¢aitioB B IHTepHETE - BOPOBCTBO;

4. Becerna pacckasbiBaii B3pOCIIBIM O IpoOieMax B CETH - OHH BCEra MOMOTYT;

5. Hcnone3yit HacTpoiiku O€30MaCHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPATh CBOU AKKAYHTHI B
COILICETSAX U APYTUX MOpTanax.

MoxHo

1. YBaxaii Ipyrux moyib30BaTelnei;

2. [Nonp3yembes HTEpHET-UCTOUHUKOM - JIeai CChIJIKY Ha HEro;

3. OTKpbIBail TOIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOpamaTbCcs 3a MOMOIIBIO B3POCIBIM - POAWTENH, OMEKYHBI W aJMUHHUCTpPAIUS CAWTOB BCETIa
ITOMOTYT;

5. Ipoiinn oOydenne Ha caiite "CeTeBHYOK" M MOTYYH ACTIOPT ITUGPOBOTO rpakKaaHNHA!
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MpunoxeHwne N 2

HNndopmannonnas naMATKA JJIsl 00y4aromuXcs AJIsl pa3MelleHnsl Ha 0(pHIHATIbHBIX
HNHuTtepHeT-pecypcax

C KaXXAbIM T'OJAOM MOJIOACKH B HHTCPHETC CTAHOBUTCS 60.]'[])]116, a IMKOJBbHHUKHM OJHH H3 CaMbIX
aKTHUBHEIX I10JIb30BaTelIci PyHeTa. MC)KI[y TEM, IOMHUMO OI'POMHOTO KOJHU4YCCTBA BO3MO)KHOCT€I71, HUHTCPHCT
HCCCT U HpO6J’I€MLI. OTa mamsTKa JOJIDKHA IIOMOYb TeOe 6e30macHo HaxXoOUuTbCA B CCTH.

KomnbloTepHbie BUPYCHI

KommbroTepHbplid  BHPYC - 3TO pa3HOBHUAHOCTh KOMIBIOTEPHBIX IPOTPaMM, OTIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOH SIBJISETCSI CIIOCOOHOCTh K pa3MHOXKEHHWIO. B J0monHEHHe K 3TOMY, BUPYCHI MOTYT
MOBPEUTH U TIOJHOCTHI0 YHHYTOXUTH BCe (Qaiiiibl U JaHHbIE, TIOJKOHTPOJIBHBIE MMOJIB30BATENI0, OT HMEHH
KOTOPOTO ObLiIa 3amylieHa 3apaXEHHas IPOrpaMMa, a TAKXKE MOBPEAUTh WK Ja)Ke YHUUTOXKUTh OIEPAllMOHHYIO
cucTeMy cO BceMH (aiiinaMu B 1iesioM. B O0JbIIMHCTBE CllyyaeB pacpOCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTonbl 3aIUTHI OT BPEAOHOCHBIX IIPOIPaMM:

1. Wcnonb3yli COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, UMEIOILINE CEPhE3HBI ypOBEHb 3aLIUTHI OT
BPEIOHOCHBIX ITPOIPaMM;

2. ITocrostHHO ycTaHaBnMBail mat4yu (HUQPOBHIE 3aMIaTKU, KOTOPhIe aBTOMATHYECKH YCTaHABINBAIOTCS
C LeNbI0 JOPadOTKH MPOrpaMMbl) U Ipyrue oOHOBJICHHUS CBOCH OmepauuoHHON crucTeMbl. CkaunBail X TOJIBKO
¢ ounmansHOTO caiita paspadorunka OC. Eciu cylmecTByeT pexuM aBTOMATHUYECKOro OOHOBJICHUS, BKIIFOUU
ero;

3. Paboraii Ha cBoeM KOMIBbIOTEpE MOJ IMpaBaMH I0JH30BATENs, a HE aJMUHHUCTpaTopa. DTO HE
MTO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM WHCTAILIMPOBATHCS HA TBOEM TIEPCOHATILHOM KOMITBIOTEPE;

4. Hcnonp3yd aHTUBUPYCHbIE NpPOTrPaMMHBIE TPOJYKTHI H3BECTHBIX MNPOHM3BOIMTENCH, ¢
aBTOMAaTHYECKHMM OOHOBJIEHHEM 0a3;

5. Orpaanyb GU3NIECKHNA JOCTYIT K KOMIBIOTEPY [UIS MOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHEIIHME HOCUTENN MH(OpMannu, Takue Kak Quemka, AUCK WiK (ailn U3 MHTEpHeTa,
TOJILKO U3 MPO(epEeHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KoMIbIOTEpHBIE (ailiibl, MOMyYeHHBIE U3 HEHAAEKHBIX HCTOUYHUKOB. [laxke Te ailibl,
KOTOpbIE IPUCIIAN TBOH 3HAKOMBIH. Jlydlille yTOUHH y HEro, OTIPaBIIsUl JIU OH TeOe HX.

Cetn WI-FI

Wi-Fi - 310 He BuJ niepenaur JaHHBIX, HE TEXHOJIOTHsI, a BCEro Juib Opena, mapka. Emte B 1991 roxay
HUZEpIaHACKas KommnaHusa 3apeructpuponana Openn "WECA", uto o6o3nagano cimoBocouetanue '"Wireless
Fidelity", xoTopsrif mepeBoauTCs Kak "OecrnpoBoaHAs TOYHOCTE'.

Jlo Hamiero BpeMeHH JoIUIa Apyras abOpeBWarypa, KOTOpas SBIIETCS TaKOH K€ TEXHOJOTHEH. ITo
ab0pesuarypa "Wi-Fi". Takoe Ha3BaHue OBLTO TaHO C HAMEKOM Ha CTaHIApT BBHICHIHIA 3BYKOBO# TexHukH Hi-Fi,
YTO B NEPEBOJEC 03HAYAET "BBHICOKASI TOUHOCTD'.

Ja, OGecriaTHBIN WHTEPHET-IOCTYM B Kade, OTEeNIX U adpoIopTax SBISAETCS OTIMYHOW BO3MOXKHOCTHIO
BbIX0Ja B HMHTepHeT. HO MHOrme sKcmepThl cUMTaroT, 4to odmenoctynHele Wi-Fi cetm He sBISIOTCA
0e30macHBIMU.

Cogetsl 1o 6e30nacHoCTH padoTe B 001eq0cTyHBIX ceTsax Wi-Fi:

1. He mepenaBaii cBoro nuuHyro uMHQOpMainuioo 4epe3 obmienoctynueie Wi-Fi cern. Paboras B HuX,
JKeJIaTeJIbHO HEe BBOAMUTH MapOJIM OCTYIIA, IOTHHBI M KaKue-TO HoMepa;

2. Ucnonb3yit 1 0OHOBIISIHE aHTUBHPYCHBIE TIporpaMMbl U OpanaMaysp. Tem caMbIM ThI 00€30MacHIIIb
ce0s OT 3aKauKu BHpYCa Ha TBOE YCTPONCTBO;

3. Ilpu ucnonb3oBannu Wi-Fi otkmoun pynknuio "O6muit noctyn k ¢aitnam u npuarepam". JlanHas
(yHKIMS 3aKppITa 1O YMOJYAaHWIO, OJHAKO HEKOTOpHIE IIOJIb30BAaTENH aKTUBHPYIOT €€ it ymoOcTBa
WCTIONB30BaHMs B paboTe nim y4aeoe;

4. He ucnons3yit myommuneiii WI-FI mns mepemaum TWYHBIX NaHHBIX, HANMpUMep JUIS BBIXOJA B
COLIMAbHBIE CETH WU B JIEKTPOHHYIO MOUTY;

5. Unone3yit Tonbko 3amuiienHoe coeaunenne yepes HTTPS, a ue HTTP, 1.e. npu Habope Beb-anpeca
BBOM nMeHHO "https://";
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6. B moOunbHOM Tenedone otkiaroun Qynkuuio "Tlomkmodenne k Wi-Fi aBromaruyecku". He
JIOITyCKail aBTOMAaTHYECKOTO MOKIIOUeHHS ycTporicTBa K ceTaM Wi-Fi 6e3 TBoero cornacusi.

COIII/Ia.]'II)HbIe CeTH

ConmansHble CETH aKTUBHO BXOJAT B HAITy KU3Hb, MHOTHE JIFOJHU Pa0OTAOT U )KUBYT TaM MIOCTOSIHHO, a
B Facebook yxe 3apernctpupoBad MUJUTHApA YEJIOBEK, UTO SIBJISECTCS OAHOM CEIbMOI BCEX KHUTENEH IIaHETHI.
MHorue nonbp30BaTeN He TOHUMAIOT, YTO HH(OpMays, pa3MelleHHas MU B COLUATBHBIX CETAX, MOKET OBITH
HaiileHa 1 UCIOIb30BaHa KeM YIOJHO, B TOM YHUCIE He 003aTeNbHO ¢ OaruMu HaMepeHHUSIMU.

OCHOBHBIE COBETHI IO O€30IACHOCTH B COLUATBHBIX CETSX:

1. Orpanuyp ciucok apy3eid. Y Te0st B Ipy3bsiX HE JODKHO OBITH CITyYallHBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amumai cBOI YacTHYIO *u3Hb. He yka3wiBail mapomnu, TenedoHsl, aapeca, 1aTy TBOETO POKICHUS
U JIPYTYIO TUYHY0 HHPOPMAIHIO. 3M0yMBIIUIEHHHKA MOTYT HCIIOJIb30BaTh JJake HH(OPMAIIUIO O TOM, KaK ThI U
TBOM POJIUTEINH TUIAHUPYETE IPOBECTH KAHUKYIIHI;

3. 3amuImai CBOIO pemyTaluio - JepKA €€ B YUCTOTE WM 3amaBail cebe BOMPOC: XOTed OBl THI, YTOOBI
JpyTHe TIOB30BaTeN BUACIH, YTO THI 3arpyskaemnisb? [logymaii, mpexe 4eM 9To-To OmyOINKOBaTh, HAMUCATh U
3arpy3uTh;

4. Ecnu Tl TOBOPUILLL C JIOAbMU, KOTOPBIX HE 3HACIIb, HE UCHOJB3YH CBOE peallbHOE UMS U APYTYIO
JMYHYIO HH()OPMALKIO: UM, MECTO JKUTEIILCTBA, MECTO YUeOBI 1 MIpoUee;

5. Uzberaii pasmemenust ¢ororpaduii B8 aTepHETE, TAEC TH M300pa)KeH HAa MECTHOCTH, IO KOTOPOH
MO>KHO OIIPEJENIUTh TBOE MECTOMOIOKEHHUE;

6. [Ipu peructpaunu B COIMAIBLHON CETH HEOOXOIUMO UCIONB30BaTh CJIOXHBIC MAPOJIH, COCTOSIINE U3
OyKB ¥ IU(P U ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

7. JIns conmaabHON CETH, MOYTHI M APYTUX CAMTOB HEOOXOIUMO HMCIIOJIb30BaTh pa3Hbie maposu. Torma
eciy Te0s B3IOMAIOT, TO 3JI0YMBIIIEHHUKH TTOJIy4aT JOCTYI TOIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

3JICKTp0HHbIe JACHbI'H

OJEeKTpOHHBIE IEHBIH - 3TO OYCHb YAOOHBINH CIOCOO MiaTexed, OAHAKO CYILECTBYIOT MOIIEHHMKH,
KOTOPBIE XOTST HOIXYYUTh 3TH ACHBIH.

OJEeKTpOHHBIE AEHBIY MOSBUINCH COBCEM HEABHO M MMEHHO M3-32 3TOI'0 BO MHOTUX IOCyIapCTBax A0
CHX IIOp HE MPOMHCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (GYHKUMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, I'le MX pa3lesioT Ha
HECKOJBKO BHJOB - aHOHMMHBIE W HEaHOHMMHBIC. PazHWIa B TOM, 4TO aHOHMMHBIE - DTO T€, B KOTOPBIX
paspeiaeTcsi MPOBOANUTH OINepauu 0e3 HICHTH()HUKAIIMKA MOJb30BaTels, 2 B HCAHOHUMHBIX HJICHTH()UKAIIHS
MOJIB30BATENS SIBIISIETCS 00SI3aTEIBHOM.

Taxoke crienyeT pasianyaTh SJIEKTPOHHbBIE (YHATHBIE NEHBIHW (PaBHBI TOCYJApCTBEHHBIM BaJIOTaM) U
3JIEKTPOHHBIE He(hUaTHBIE NEHBIH (HE PaBHBI TOCYJAPCTBEHHBIM BATIOTaM).

OCHOBHBIEC COBETHI 110 0€30TMacHON PabOTe ¢ ITCKTPOHHBIMH JICHBIraMU:

1. IIpuBsixu Kk cueTy MOOWIBHBIN TenedoH. DTO caMblif YOOOHBIH W OBICTPBIN CIIOCOO BOCCTAaHOBUTH
JIOoCTyn K cuery. IlpuBsizanHblii TeaedoH MOMOXET, eclii 3a0yAellb CBOM IUIaTe)KHBIN MapoJb WIK 3alenb Ha
CaliT C HE3HAKOMOI'0 YCTPOUCTBA;

2. Ucnonp3yit onHopaszosbie napoiu. [locie nepexona Ha yCHIICHHYIO aBTOpU3aLHIoO Tebe yxe He Oyaer
yrpoXKaTh OMACHOCTh KPaXKU MIIH MIEepexBaTa MIaTeXXHOTO HapoJis;

3. BriOepu cioxxHbiii maponb. [IpectynmHukam OyIeT HEMpOCTO yraaaTth CIOXHBIM napoib. HanexHsie
MapoJii - 3TO MApOJH, KOTOPhIe cOoIepaT He MeHee § 3HAKOB M BKIIOYAIOT B ceOsi CTPOYHBIE M MPOIMCHEIC
OykBbI, IM(GPBI U HECKOIBKO CHMBOJIOB, TaKHE KaK 3HaK J0JuIapa, (QyHTa, BOCKIMIATEIbHBIH 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JINYHBIC JIAHHBIC HAa CaliTaX, KOTOPHIM HE JOBEPSICIIb.

3JIeKTp0HHaH mo4yrta

OJEeKTpOHHAS OYTA - 3TO TEXHOJIOTHS M MPEJOCTABISIEMbIC €0 YCIYTH IO MEPEChUIKE U MOIYUYCHUIO
JNIEKTPOHHBIX COOOLICHUH, KOTOpBIE PACHPEAEISIIOTCS B KOMIBIOTEPHOH ceTu. OOBIYHO 3IEKTPOHHBIN
MOYTOBBIN ALIMK BRINIIAUT CIACAYIOUIMM 00pa3oM: UMs_TOJb30BaTENIA(@UMs_AoMeHa. Takke KpoMe mepeaayn
MIPOCTOTO TEKCTa, HMEETCS BO3MOXKHOCTH IepeaaBath (aiiibl.
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OCHOBHBIEC COBETHI 10 Oe30macHON paboTe C IICKTPOHHON TTOUTOMH:

1. Hamo BBIOpaTh MpaBHIIBHBIA MMOYTOBBIA cepBHC. B MHTEpHETE €cTh OTPOMHBIN BHIOOP OECIIIaTHBIX
ITOYTOBBIX CEPBHCOB, OJHAKO Jy4IlIE JOBEPATH TEM, KOTO 3HACIIb U KTO IEPBBI B pEUTHHTE;

2. He yxka3pBaii B JNWYHOM moure muuHyl0 wuH(opmMaruio. Hampumep, mydme BrIOpaTh
"My3bIKaNbHBI _(aHaT@" i "pok2013" BmecTo "temal3";

3. Hcnonp3y# ABYX3TamHYIO aBTOpH3alMIO. OTO KOTAA HNOMHMO Mapoisi HYKHO BBOAMTH KOI,
npHucbuIaeMblid o SMS;

4. BpiOepu CIOXHBIA maposib. s KaXZOro IOYTOBOTO SIIMKA JOJDKEH OBITH CBOW HaJCKHBIMH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXHOCTb HAIIUCAaTh CAMOMY CBOM JIMYHBII BOIIPOC, UCIIONB3YH 3Ty BO3MOXKHOCTD;

6. Vcnonp3yil HECKONBKO IOYTOBBIX SIIUKOB. IIepBBI JUId 4YacTHOM mepenucku ¢ ajpecaTamy,
KOTOPBIM ThI JIOBEpSICIIb. DTO AJIEKTPOHHBIA ajjpec He HaJ0 HCIOJIb30BaTh NMPH PErHCTpaly Ha (GopyMmax H
caiTax;

7. He oTkpeIBaii Qailsiel M Apyrye BIOKEHUS B MHUCbMax Aa)Ke €CIM OHW IMPHILIA OT TBOUX JAPY3ei.
Jly4ie yTO4HH y HUX, OTHPABIISIN JIM OHU TeOe 3TU (aiiibl;

8. Ilocie okoH4aHMs pabOThI HAa OYTOBOM CEPBUCE MEPE] 3aKPhITHEM BKJIAJKU C CaliToM He 3a0yIb
HaXaTb Ha "Beritn".

KubepOyajuHr uiu BUPTyaJdbHOe U31€BATEIbCTBO

KubepOymnuar - mpeciegoBaHue COOOLICHHSMH, COACPXKAIIMMH  OCKOPOJICHHs, arpeccuio,
3aIllyTUBaHKeE; XyJIUTaHCTBO; COLMATEHOE OOMKOTHPOBAHKE C TOMOILBIO Pa3IHYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYILTHHTOM:

1. He 6pocaiicst B 60ii. Jlyummii coco0: mMOCOBETOBAThCS KakK ceOsl BECTH U, €CITU HET TOTO, K KOMY
MOKHO OOpaTHUThCSI, TO BHAYaJe YCHOKOUTHCSA. ECIM ThI HAYHENIb OTBEYATh OCKOPOJICHUSIMUA Ha OCKOpOJICHUS,
TO TOJBKO eIlie OOJIbIIE Pa30MIKEITh KOHDIHUKT;

2. Ympasisit cBoeil KubeppemyTaiueii;

3. AHOHUMHOCTb B ceTd MHHUMas. CyIIECTBYIOT CIOCOOBI BBIACHUTH, KTO CTOMT 3a AHOHMMHBIM
AKKayHTOM;

4. He crout BecTH XynHraHCKUI 00pa3 BUPTyanbHOH ku3HU. MIHTEpHET (hUKCHUPYET BCE TBOU JEHCTBHS
U COXPaHsET UX. Y NAIUTh UX OyAeT KpailHe 3aTpyIHUTEIbHO;

5. Cobmroaaii CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuuHblii HeraTuB. (OOHOpa3oBBlE OCKOpOWTENbHBIE COOOIIEHUS JIydle
urHopupoBath. OOBIYHO arpeccusi MpeKpaIlacTcs Ha HaualbHOW CTaaNu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COITHAJIBHBIX CETSAX €CThb
BO3MOXKHOCTB OJIOKHPOBKH OTIIPABKH COOOLICHU C ONPEICTICHHBIX aJJPECcOB;

8. Ecnm ThI cBUIETEh KHOSPOYIIHHTa. TBOM JICHCTBUS: BBICTYIIUTH IPOTUB TPECIIEI0BATENS, TIOKA3aTh
€My, YTO ero JCWCTBHsI OICHHWBAIOTCS HETaTUBHO, MOJJIEPXATh KEPTBY, KOTOPOW HYXKHA ICUXOJOTHUYECKas
[IOMOII[b, COOOIIUTE B3POCIBIM O (aKTe arpeCCUBHOIO ITOBECHUS B CETH.

MooOuabHbIi Tenedon

CoBpeMeHHbIe cMapT(OHBI U ILIAHIIETHI CONEPXKAT B ceOe BIOJHE B3POCIBIN (YHKIIMOHAI, U TEHeph
OHH MOTYT KOHKYpUPOBATb CO CTallMOHAPHBIMH KoMmmbloTepamu. OIHAKO, CPEICTB 3aIUTHI U MOJOOHBIX
YCTPOMCTB MOKa OUeHb Maso. TecTUpOBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJHUT HE TaK HMHTEHCHBHO, KaK
quist [TK, To e camoe kacaeTcsi ¥ MOOWIJIBHBIX TIPUIOKCHHIA.

CoBpeMeHHBIE MOOMIIBHBIE Opay3epbl YK€ MpaKTUYeCKH JOTHAJIM HACTOJbHBIE aHAJIOTH, OJHAKO
pacimpenue (yHKIIMOHAIA BICUET 3a COO0H OOJIBIIYIO CII0KHOCTh Y MEHBIIYO 3AIIUIICHHOCTD.

Jlaneko He Bce MPOM3BOAMTENH BBHIITYCKAIOT OOHOBJICHNS, 3aKPBIBAIOIINE KPUTHIECKHIE YI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHBIEC COBETHI IIJIs1 6€30ITaCHOCTH MOOMIBLHOTO TeedoHa:

1. Hudero He siBiseTCS MO-HACTOSMIEMY OecIutaTHBIM. Bys ocTopokeH, Benp Koraa Tede mpeaiararoT
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

2. lymaii, npexnae deM otnpaButh SMS, ¢oro mmm Bumeo. Tel TOYHO 3Haelib, riae OHH OyayT B
KOHEYHOM HTOTE?

3. Heo6xoaumMo 0OHOBIIATH ONEPallMOHHYIO CHCTEMY TBOETO cMapTQoHa;

4. Micionb3y#t aHTUBUPYCHBIE TPOTPaMMBI AJIs1 MOOMIJIBHBIX TENIE()OHOB;
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5. He 3arpy>1<a171 IMPUJIOKECHUSA OT HECU3BCCTHOI'O MCTOYHUKA, BEIb OHU MOT'YT COJACPKATHh BPECAOHOCHOC
MporpaMMHOe 00ecTIieueHHE;

6. Ilocne TOro Kak THI BEIMACIIL C CaiTa, T/I€ BBOAWI JUYHYI0O HH(POPMAIHIO, 32l B HACTPONKH
Opay3sepa u ynanum cookies;

7. lleproanyecky MpoBepsi KaKue TUIATHBIE YCIIYTH aKTHBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOIf HOMEp MOOMILHOTO Tene(oHa TONBKO JIFOJIIM, KOTOPBIX Thl 3HAEIIH U KOMY JIOBEPSCIIh;

9. Bluetooth momxen OBITh BHIKIIFOUEH, KOTJ]a ThI UM HE MOJB3yelbes. He 3a0biBail mHOT/Ia MPOBEPSATH
3TO.

Online-urpsi

CoBpeMeHHBIE OHJIAHH-UTPBHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIIE Pa3BIICUEHUS, O0bEAUHSIONINE COTHH
TBHICSY YEJIOBEK 10 BceMy Mupy. Urpoku nccienyroT JaHHBIA UM MU, OOIIAIOTCS APYT C APYTOM, BBITTOIHSIOT
3a/laHusl, CPaKaroTCsI C MOHCTPAMH M TIONYYalOT OMBIT. 3a YIOBOJBCTBHE OHHU IUIATAT: TOKYMAlOT JHWCK,
OTUIAYMBAIOT a00OHEMEHT WJTH IIPHOOPETAIOT KaKHWe-TO OMITHH.

Bce »Tm cpemctBa mIyT Ha TOAAEpKAHWE W Pa3BUTHE HWIPHI, a TaKkKe Ha caMy O€30MacHOCTH:
COBEPIIICHCTBYIOTCSI CHCTEMBI aBTOPU3AIINH, BHIITYCKAIOTCSI HOBBIE MAaTYH (IIU(PPOBBIC 3aIIATKH IS IPOTPAMM),
3aKpBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nono0HbIX Urpax CTOMT OacaThCsl HE CTOJIBKO CBOMX COINEPHHKOB, CKOJIBKO KPa)kKH TBOETO HapoJis,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3aLUH OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI IO 6€30ITACHOCTH TBOET'O HIPOBOT'0 AKKAYHTA:

1. Eciiu npyro#i urpok BeieT ce0sl IJI0X0 WK co3JaeT TeOe HeMPUITHOCTH, 3a0JIOKUPYH €ro B CITUCKE
UTPOKOB;

2. [oxanyiicst aAMMHHUCTPATOPaM UIPhI Ha MJIOX0E€ MOBEACHNE 3TOT0 UTPOKA, JKEJATeIbHO MPUIIOKHUTD
KaKHe-TO JOKa3aTeIbCTBA B BHJIE CKPHUHOB;

3. He yka3bIBail TnyHyio HHGOPMAIHIO B ITpodaiiie urpsr;

4. YBaXkail IpyruX YIaCTHUKOB TI0 UTPE;

5. He ycranaBnmuBaii HeopuIHaabHbIE TATYH U MOJIBL;

6. Mcnonb3yil COXKHBIE U pa3HbIC TApOIH;

7. Jaxxe BO BpeMs UTPbl HE CTOUT OTKIIIOUATh aHTUBUpPYC. [IoKka ThI Urpaelb, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

@OUTHHT WU KpaiKa JJUIHbIX JaHHbIX

OOBIYHOH Kpaskel JeHer W JOKyMEHTOB CEerOJIHSl YK€ HHKOrO HE YIHMBHIIb, HO C pPa3BUTHEM
UHTEPHET-TEXHOJIOTHI  3JIOYMBIIIJICHHUKH TEPEMECTHIINCh B  HMHTEPHET, M TPOJOIDKAIOT 3aHHUMAThCS
"TF0ONMBIM" IETTOM.

Tak mosBUIIaCh HOBas yrpo3a: WHTEPHET-MOIICHHWYECTBA WU (UINWHT, TIaBHAS IEIb KOTOPOTO
COCTOUT B TIOJIYYCHHH KOH(DHICHIIMATLHBIX JAHHBIX MOJH30BaTElCH - JOTHHOB W mapoiieil. Ha anrmuiickom
s3bike phishing untaercs kak gumuHr (ot fishing - peiOHast moBis, password - maposb).

OCHOBHEBIE COBETHI 10 O0pBOE ¢ (PUITHHTOM:

1. Cnemu 3a cBoMM akkayHTOM. Ecim Thl momo3peBaeiib, 4TO TBOs aHKeTa ObUIa B3JOMaHa, TO
He00X0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aJIMHHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnione3yit Ge3omacHble BeO-CaliThl, B TOM YHCIE, HHTEPHET-MAara3nHoOB M IOUCKOBBIX CHCTEM;

3. Ucnomp3yii cnoxHble H pasHble Napoiad. TakuMm oOpa3oMm, ecau TeOs B3JIOMAKOT, TO
37I0yMBIIUIEHHUKH MOJTYYaT AOCTYI TOJBKO K OAHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B3MOManu, TO HEOOX0JUMO TPEAYIPEANTH BCEX CBOUX 3HAKOMBIX, KOTOPBIEC T00ABICHBI Y
TeOs B APY3bsIX, O TOM, YTO T€OS B3IIOMAJH U, BO3MOXKHO, OT TBOETO MMEHH OYJIeT PacChlIaThCs CllaM M CCHUIKH
Ha (UIIUHTOBBIC CANTHI;

5. YcranoBu HagexHbid naposib (PIN) Ha MOOMIIBHBIH Tene(oH;

6. OTKIIFOUM cCoOXpaHEHHUE mapoJis B Opaysepe;

7. He oTkpeiBaii Qailyiel M Apyrye BIOKEHHS B MHUChbMax AK€ €CIM OHW IPHILUIH OT TBOUX JPY3EH.
Jlyumre yTo9HM Y HUX, OTIIPABIISUTH JIU OHU TeOe STH (Paiiibl.

Hudposas penyrauus
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HudpoBas pemyramust - OSTO HEraTWBHas WIM TO3WTHBHAas HHpopManmua B ceTd o Tebe.
Kommnpomernpyromas nHpopMaIus pa3MenieHHas B MHTEPHETE MOXKET CEephe3HBIM 00pa3oM OTPa3HTbCA Ha
TBOEH peanbHOH xu3HU. "ludposas pemyranust" - 3TO TBOH UMUK, KOTOPHIH (hopMupyeTCs U3 HHOOPMAITIH O
TeOc B MHTEPHETE.

TBOE MeCTO KUTENBCTBA, YI€OBI, TBOE (PHHAHCOBOE MOJIOKEHIE, OCOOCHHOCTH XapaKTepa M paccKa3bl O
OJIM3KUX - BCE ATO HAKATUTUBAETCS B CETH.

MHorue noJgpocTKU JErKOMBICICHHO OTHOCATCS K IMyOIMKay JTUYHON nHpopManuu B MHTepHeTE, He
MMOHUMasl BO3MOKHBIX MOcIeACTBUH. Thl Jaske HE CMOXKEIIb I0TalaTbes O TOM, UTO QoTorpadus, pasMeieHHas
5 net Hazaz, cTaja NPUYMHOW OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienne TBoux ¢ororpaduil U Apyrue IeiHCTBUS MOTYT HE UCUE3HYTh JaKke Mocie
TOrO, KaK Thl MX yAanuiib. Thl HEe 3HACIIb, KTO COXpPAHWI 3Ty WHPOPMAIUIO, NOMala JH OHA B MOUCKOBEHIE
CHCTEMBl U COXPaHWJIACH JI OHA, a TIIABHOE: YTO MOAYMAIOT O TeOe OKpYy’)Karollee JIOJIU, KOTOPble HAWAYT U
YBUIAT 3T0. HaliTh mH(MOpPMALIMIO MHOTO JIET CITYCTSI CMOXKET JIF00O0H - Kak U3 JOOPBIX MOOYXKICHHM, Tak U C
HaMepeHHEM MMPUIUHUTH Bpell. DTO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIEC COBETHI 110 3aITUTE MUGPPOBOI PEIyTaIHH:

1. [Tomymaii, mpexie 4eM 4TO-TO IyOIUKOBaTh U NiepeaBaTh y ce0s B 0J0Te Wi B COIMAIHHON CEeTH;

2. B HacTpoiikax mpoQuiis yCTaHOBH OTpaHUYEHHUS Ha TIPOCMOTP TBOETO MPOQUIIS U €ro COAEPIKUMOTO,
cenai ero ToJabKo "ams apy3en";

3. He pa3meraii u He yka3piBail HHGOPMALUIO, KOTOPAs MOXKET KOTO-JIN00 OCKOPOJIATh MM OOMXKATh.

ABTOpCKOE IPABO

CoBpeMeHHBIC MIKOJIBHUKH - aKTHBHBIC MOJIB30BaTENN MU(PPOBOTo mpocTpaHcTBa. OIHAKO JAleKo HE
BCE 3HAIOT, YTO IOJIb30BAaHWE MHOTMMH BO3MOXKHOCTSAMH LU(PPOBOrO MUpa TpeOyeT COONIOACHUS MpaB Ha
MHTEIJIEKTYaIbHYIO0 COOCTBEHHOCTD.

TepMuH "WHTENIEKTyalbHass COOCTBEHHOCTH"' OTHOCHTCA K Pa3IMYHBIM TBOPEHHSIM YEIOBEYECKOTO
yMa, HauMHas C HOBBIX M300PETEHUH M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh HA HMPOLYKTHI U YCIYIH, U
3aKaH4YMBas KHUramu, GpororpadusiMu, KHHOQUIbMAMU U MY3bIKQJIBHBIMH ITPOU3BEACHUSMHU.

ABTOpCKHME TIpaBa - 3TO IIpaBa Ha HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb Ha NPOM3BEICHHS HAYKH,
JUTEpaTypbl M  HCKycCTBa. ABTOpPCKME IIpaBa BBICTYNAalOT B KauyeCTBE TapaHTUH TOro, 4TO
WHTEJUIEKTYaIbHBIH/TBOPUECKUH TPy aBTopa He OyZeT HampacHBIM, AAacT €My CIIPaBeJIMBBIC BO3MOKHOCTH
3apaboTaTh Ha pe3yJibTaTax CBOETO TPyAa, MOJYYUTh M3BECTHOCTh M mpu3HaHue. Hukro 0e3 paspereHus
aBTOpa HE MOXET BOCHPOHM3BOJHUTH €ro MNPOM3BEICHHE, PACIPOCTPaHATh, MyONWYHO JEMOHCTPHUPOBATD,
MpojaBaTh, UMIOPTUPOBATh, MIyCKAaTh B MPOKAT, MyOJMYHO WCIONHATH, MOKa3bIBATH/UCIONHITE B 3(Upe WiH
pasmeinatrs B MHTEpHETE.

Hcnonp3oBanue "mMupaTckoro” mporpaMMHOIO OOECIICYCHHS MOYKET NMPUBECTH K MHOTHM PHCKaMm: OT
MOTEpU JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHM TBOETO YCTPOWCTBA, TJ€ YCTAaHOBJCHA HeJeralbHas
mporpamma. He cTomT Takke 3a0bIBaTh, YTO CYIIECTBYET JIETallbHBIE M OECIUIaTHBIE MPOTPAMMBI, KOTOPHIE
MOKHO HaliTH B CETH.

O nopraJge

CCTCBI/ILIOK.p(i) - TBOH TJIABHBIA COBETYMK B CCTH. 3}_I€CI> Thl MOKCIIb Y3HATb O 0E30IMaCHOCTH B CETHU
HNOHATHBIM U JOCTYIIHBIM S3BIKOM, a IPHU BOSHUKHOBCHUH KpI/ITI/II{CCKOfI CUTyalluu O6paTI/ITBC$1 3a COBETOM. A
TAKXKC MMPUHATH YUIaCTHEC B KOHKYpPCax U CTaTh CaMbIM I_[I/I(l)pOBLIM I‘pa)l(,[[aHI/IHOM!

MpunoxeHue N 3
HamsTka niis pogurtesieil 00 nHGOPMALIMOHHOI 0e30I1aCHOCTH AeTeil

Onpenenenne TepMuHa "mH(OPMAIMOHHAsA Oe30macHOCTh aeTei" comepxkutrcs B PefepansbHoM
3akoHe N 436-03 "O 3ammre AeTe OT MHPOPMAIIUH, MPUIHHSIONICH BpeI WX 3I0POBBI0 M Pa3BHTHIO",
PEryIUPYIOLINM OTHOILLIECHHS, CBSI3aHHBIE C 3aLIUTON AeTel OT MHQOpManny, IPUIUHSAIOLICH Bpe UX 340POBBIO
u (nnmm) pasButuio. CornacHO JaHHOMY 3aKOHY "HHQOpMamroHHas 0e30MacHOCTh JeTel" - 3TO COCTOSHHE
3alIMIICHHOCTH, HPU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIH C NpUYMHEHHEM HH(popMauuedl Bpena ux
3I0POBBIO U (WIIN) (HU3NIECKOMY, ICUXUYECKOMY, JyXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.
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B cuny ®epepansHoro 3akoHa N 436-®3 unpopMmarueid, MpUYHHSIONIEH Bpea 3/0pOBbI0 U (HIIN)
pa3BUTHIO JETEH, ABIAETCS:

1. naoOpMarms, 3anpeneHHas JUIsi pacIpOCTPAHESHIS CPEIH Tl ;

2. uHbopMarys, pacHpOCTPAaHEHHE KOTOPOH OTrpaHWYEHO CPEelH ACTCH OMpeneiIcHHBIX BO3PAaCTHBIX
KaTeropui.

3. K undopmannu, 3amnpenieHHon A1t pacpoCTpaHeHHs. CPEAH AETEH, OTHOCUTCS:

4. uadopmanys, NoOyXIaroIas JeTeil K COBEPIICHUIO ACHCTBHM, MPEACTABISIONNX YIPo3y UX KU3HH
U (WIK) 3710pOBBIO, B T.4. IPUUYMHEHHUIO Bpea CBOEMY 3J0POBBIO, cCaMOyOuiiCTBY;

5. cnocoOHOCTh BBI3BATH Yy JETEH KelaHWe YHOTPeOUTh HAPKOTHYECKHE CPEICTBA, MCUXOTPOIHBIE U
(un) oaypMaHHMBAOIIME BEIIECTBA, TAOAYHBIC W3JICNIUS, AIKOIOJbHYI0O M CIIUPTOCOJCPIKAIIYIO MPOAYKIIUIO,
IMMBO W HAIIUTKH, H3roTaBJIMBACMBIC Ha €TI0 OCHOBC, IMPUHATH YYaCTHC B a3apTHBIX HUIpax, 3aHUMATLCA
MPOCTUTYIMEH, OPOITKHIUUSCTBOM WIIM HOMPOIIAHHUYCCTBOM;

6. 00OCHOBBIBAIOIIAsl WM ONPABIBIBAIONIAS JOMYCTUMOCTh HACWINA WM (WIH) XKECTOKOCTH JHOO
H06y>1<11a10111a51 OCYHICCTBJIATE HACUJIIbCTBCHHBIC HCﬁCTBI/IH 110 OTHOIICHHUIO K JTOOAM U )KNUBOTHBIM,

7. oTpuLarOIas CeMEHHbIe LIEHHOCTH M (OPMHPYIOIIAs HEYBa)KEHHE K POAUTENSIM U (M) APYTHM
YWIEHaM CEMBU;

8. olpaBAbIBaroIIas MPOTUBONIPABHOE TIOBECHME;

9. comeprkaluas HeLEH3YPHYIO OpaHb;

10. conepxamias HHGOPMALHIO MOPHOTpaPUIECKOTO XapakTepa.

K undopmanmu, pacmpocTpaHeHHe KOTOPOW OTpaHUYEHO Cpead JeTeld ONpeAeieHHOro BO3pacTa,
OTHOCHTCH:

1. uadopmanus, npeacTaBiseMas B BUAC M300paKEHUs] WM OMHUCAHHS JKECTOKOCTH, (PU3MUECKOTO U
(I/IHI/I) MCUXUYCCKOT'0 HACUJINS, IPCCTYIJICHUA WX UHOT'O aHTI/IO6HICCTBeHHOI‘O ILGI\/‘ICTBI/ISI;

2. BBI3bIBAIOIIAA y JI€TEH cTpax, yXac WM MaHuKy, B T.4. IIPEJACTaBiIsgeMasl B BUAE U300paKeHUs WIH
ONMCAaHUsl B YHWXKAIOUIEH YeIOBEYECKOe JOCTOMHCTBO (hopMe HEHACHMIIBCTBEHHOW CMEpTH, 3a00JeBaHUs,
camMOoyOHHCTBa, HECYACTHOTO CITyYast, aBapUH W KaTacTpOo(sl M (WIIH) UX TOCIEICTBUI;

3. mpencTasisieMasl B BUAE€ M300pakeHMs WM ONUCAHUS IOJIOBBIX OTHOIIEHMH MEXAYy MYXYMHOH U
JKCHIIMHOM;

4. coneprkaiasi OpaHHBIE CJIOBA M BBIPKEHHS, HE OTHOCSIINECS K HELIeH3ypHOH OpaHu.

C yuerom storo Bam mpennararorcst npaBuiia paboTsl B ceTH MHTepHET Ui pa3auyHBIX BO3PACTHBIX
KaTeropuii, COOMI0AEHHE KOTOPBIX MTO3BOJUT 00eCIeYnTs HHYOPMALIMOHHYIO O€30aCHOCTh BAlLIUX JIECTEH.

OO0mue npaBuiIa 1Jisi poauTesei

1. HezaBucuMo oT Bo3pacta peOeHKAa HCHOJB3YHTE MpOrpaMMHOE OOecredeHne, MOMOTralolee
(GUIBTPOBAaTh U KOHTPOJIMPOBATh MH(GOPMALIMIO, HO HE IoJIaraiiTech MOJHOCTBIO Ha Hero. Bamie BHHUMaHHE K
peOCHKY - TJIaBHBII METO/T 3aIlIUTHI.

2. Eciin Bamn peGeHOK nMeeT akKayHT Ha OJTHOM U3 colManbHBIX cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.1.), BHUMATENbHO H3YUYUTE, KaKyl0 HH(YOPMAITHIO ITOMEIIAIOT €r0 yYaCTHUKH B CBOHX
popmIsIX U 6s10Tax, BKII0Yas (oTorpaduu u BUACO.

3. IlpoBepbTe, ¢ KAKUMH APYTUMHU CalTaMH CBSI3aH COIMANLHBINA cepBUC Bamero pedenka. Ctpannyku
Bamrero pe6enka MOryT ObITH G€30IACHBIMH, HO MOTYT M COIEpPXaTh CCHUIKM Ha HEXeJaTeJIbHbIE U OIACHbIE
CaiiTel (HampuMep, MOPHOCANT, WM CAalT, HA KOTOPOM Ipyr YHOMHHAaeT HOMep coToBoro tenedona Bamero
pebenka niu Bam nomamauii anpec)

4. Toowmpsiite Bammx nereii coobmare 000 BCeM CTPAaHHOM WM OTTAJIKUBAIOMIMM M HE CIHIIKOM
OCTpO pearupyiite, Korjga oHU 3TO AENaroT (U3-3a ONaceHMs MOTepATh AOCTyn K MHTepHEeTy JeTH He TOBOPAT
poauTensM o mpobiemMax, a TaKKe MOTYT HauaTh UCIIOJIb30BaTh IHTEpHET BHE JIOMa M LIKOJbI).

5. Bynbre B Kypce ceTeBoii xu3Hu Bamero pedenka. MHTepecyiiTech, KTO UX Apy3bs B MIHTEpHET Tak
e, KaK HHTEPECYETECh PEATbHBIMU JIPY3bSIMH.

Boszpact ot 7 10 8 J1eT

B HnrepHete pebeHOK cTapaeTcst HOCETUTh TE WM MHBIE CANThI, a BO3MOXKHO M 4aThl, pa3pelleHe Ha
MOCEIIEHNE KOTOPBIX OH HE MOMy4yui Obl OT poxuTeneid. [loaTomy poauTensiMm ocoOEHHO MOJE3HBI OyAyT Te
OTYETHl, KOTOpPBIC MPEIOCTABISAIOTCA MPOrpaMMaMH [0 OrPaHWYCHHUIO HCIONIb30BaHus VHTepHeTa, T.e.
PonuTenbckuii KOHTPOJIB WM TO, YTO BBl CMOXKETE YBHIETH BO BpeMEHHBIX (haitnax. B pesynbrare, y peOeHka
He OyJeT OUIyIIEHHs, YTO 32 HUM BEIETCS MOCTOSIHHBIH KOHTPOJb, OJHAKO, POAMTENU OyOyT MO-IIPEKHEMY
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3HATh, KaKKe CalThl mocemaer ux pebeHok. JleTH B JaHHOM Bo3pacte 00JaJar0T CHIIBHBIM YYBCTBOM CEMBH,
OHM JIOBEPYMBHI M HE COMHEBAIOTCS B aBTopuTerax. OHM JIIOOAT UTPATh B CETEBBIC UTPHI M MTyTEIIECTBOBATH 11O
WHTepHEeTY, NCTIONB3Y4 ANEKTPOHHYIO TMOYTY, 3aX0IUTh Ha CAlTHI U YaThl, HE PEKOMEH/I0BAaHHBIE POIUTEISIM.

CoBeThl 0 Oe30macHOCTH B ceTd MHTEepHeT y1s neteit 7-8 et

1. Co3paiiTe cIMCOK MOMAaITHUX MPaBHJI TocelieHns MHTepHeTa mpu y4acTuu Aetedl u TpeOyiiTe ero
BBITIOJTHEHUSI.

2. TpeOyiite or Bamiero pebeHka coONIOAEHWS BPEMEHHBIX HOPM HAaXOXJICHUS 332 KOMIIBIOTEPOM.
[okaxkute pebenky, uro Bel HaOmogaere 3a HUM He moToMy 4Tto Bam 3T0 Xouercs, a motomy uto B
0ecroKouTech 0 ero 6€30MaCHOCTH U BCET/Ia TOTOBBI €My ITOMOYb.

3. KommeloTep ¢ mnonkiroueHueM K IHTepHETY MAOIKEH HaxOOUThCS B OOLIed KOMHATe MOJ
IIPUCMOTPOM POJUTEIEH.

4. Vicions3yiiTe cienuaibHbIE IeTCKUE MIONCKOBEIE MAIIIUHEI.

5. Ucnonp3yiiTe cpeacTBa OIOKMPOBAHMS HEXKEIATEIHPHOTO KOHTEHTA KaK JOMOJHEHUE K CTAHIaPTHOMY
PonurenbckoMy KOHTPOJIIO.

6. Co3maiiTe ceMeHHBIH JICKTPOHHBIHN SIIHK, 9TOOBI HE TIO3BOJIUTE JACTSIM HMETh COOCTBEHHBIE ampeca.

7. bnokupyiite gocTym K caiiTaM ¢ O€CIUIATHRIMH TIOYTOBBIMH SIIUKAMH C  TOMOIIBIO
COOTBETCTBYIOIIETO MTPOrPaMMHOT0 00ecTieueHHsl.

8. Ilpuyunte nereii coBeToBaThcs ¢ Bamu mepen omyOIMKOBaHMEM KakoW-muOO WH(OpMAIUN
CPEICTBAMH AJIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX ()OPM U IIPODUIIEH.

9. HayuuTe nereii He 3arpyxarthb (haiiibl, MpOrpaMMBbl WM MY3bIKY 0€3 BaIllEro COTJIACHsl.

10. He pasperuaiitTe aeTsM HCIOIB30BAThH CIYKOBI MTHOBEHHOT'O OOMEHa COOOILICHUSIMH.

11. B "Oenblif" CIHMCOK CAalTOB, pa3pellieHHBIX ISl MOCCIICHUS, BHOCUTE TOJBKO CAWTBHI C XOpOIICH
penyTranuei.

12. He 3a0biBaiiTe GecenoBaTh ¢ IeThbMH 00 HX JIpy3bsiX B IHTEpHETE, KaK eciu OBl pedb Ijia O JPYy3bsiX
B peaJibHOM KU3HHU.

13. He nemaiite "taby" ©3 BOMPOCOB IOJIOBOW XU3HHU, TaK Kak B MHTEepHeTe AeTH MOTYT JIeTKO
HaTKHYTHCS Ha TOPHOTPadUIO WIIH CalThI " mi1s B3pOCIBIX".

14. Ilpuyunte Bamero peGeHka cooOmarh BaM O JIOOBIX Yrpo3ax WM TPEBOTaX, CBSI3aHHBIX C
NnaTepreroM. OcTaBaiiTech CIIOKOWHBIMU M HATIOMHUTE JIETSIM, YTO OHH B 0€30MTaCHOCTH, €CJIH CaMH PacCKa3an
BaM O CBOMX TpeBorax. [loxBanuTe MX U MOCOBETYITE MOJIOUTH €Ille pa3 B MOJTOOHBIX CITydasX.

Bo3spacr nereii ot 9 10 12 Jser

B nmanHOM BO3pacTe AeTH, Kak MpaBWIIO, Y)K€ HACIHBIIIAHBI O TOM, Kakas MH(opMalus CyIecTBYeT B
HnTepuere. CoBeplieHHO HOPMAJIBHO, YTO OHU XOTAT 3TO YBHUJETbh, MPOUYECTh, YCIbIMATh. [Ipn 3TOM Hy»XHO
MOMHHUTH, YTO JOCTYN K HEXKeJaTeIhbHBIM MaTepHaaM MOXKHO JIETKO 3a0JIOKHpPOBATH MPH IIOMOIIU CPEICTB
Ponurtenbckoro KOHTPOIS.

CoBeThl 0 Oe30macHOCTH TS fIeTeit oT 9 mo 12 mer

1. Co3nmaiiTe CIMCOK MOMAITHUX MPaBHWII TOCemeHNss MHTEpHET TIpH y9acTHH ACTeH W TpeOyWTe ero
BBIITOJIHEHHUS.

2. TpeOyiiTe oT Bamrero peberka coOI0ieHrst HOPM HaXOKICHHS 32 KOMIIBIOTEPOM.

3. HabGmonaiite 3a peOeHKOM MpHU paboOTe 3a KOMITBIOTEPOM, TIOKKUTE eMy, uTo Bl OecriokouTech o
ero 0e30MacCHOCTH U BCET/Ia TOTOBBI 0Ka3aTh €My IIOMOIII.

4. Kommbtotep ¢ moAkioueHueM B MIHTepHET TOKEH HaXOAUThCS B O0IIEH KOMHATE MOl TPUCMOTPOM
poauTenen.

5. Ucnonp3yiitTe cpeacTBa OJIOKUPOBAHUS HEXKEIATSIbHOIO KOHTEHTA KaK JIOMOJIHEHUE K CTaHIapTHOMY
PonurenbckoMy KOHTpPOJIIO.

6. He 3a0pIBaliTe MpUHUMATh HEMIOCPEICTBEHHOE y4acTUE B )KM3HHM peOeHka OecenoBath ¢ AEThbMHU 00
UX Ipy3bsax B IHTEpHETE.

7. HacramBaiite, 4TOOBl JE€TH HUKOTJAa HE COTJAIAINCh HA JIMYHBIE BCTPEYH C JPY3bSIMHU II0
Hatepuery.

8. Tlo3BousiiTe meTsM 3aXOIUTh TOJNHKO HA CAaWTHI M3 "Oeoro" crmcka, KOTOPHIM co3daiiTe BMecTe ¢
HHUMH.

9. IlpuyunTe neteli HUKOT/AA HE BHIIABATh JUYHYIO MH(OPMAIUIO CPEACTBAMHU JJIEKTPOHHOH ITOYTHI,
4aTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEHUSAMHM, PETUCTPAIMOHHBIX (OPM, JUYHBIX MpoQuieil u mpu
perucTpanuu Ha KOHKypcel B UHTepHeTe.

10. Ilpuyunte neredt He 3arpyxaTh mporpamMmbl 0e3 Bamero paspemenus. OObSICHUTE UM, YTO OHHU
MOTYT CITy4ailHO 3arpy3HUTh BUPYCHI UK IPYTrO€ HEXKENaTeIbHOE TPOrpaMMHOEe o0ecTieueHHe.
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11. Co3paiite Bamemy peOeHKy OrpaHHYEHHYIO YUE€THYIO 3alHCh Ui Pa0OThI HA KOMITBIOTEpE.

12. [lpuyunte Bamero pebenka cooOmarh BaM O JIOOBIX YTpo3ax WM TPEBOTaX, CBS3aHHBIX C
Wntepuerom. HamomHuTe neTsM, 4To OHM B 0€30MaCHOCTH, €CIIM CAMU PACCKa3ad BaM O CBOMX TPEBOIax W
OIIACEHUSIX.

13. Pacckaxute netsim o mopaorpaduu B IHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JETU MPEIOCTABIIUIA BaM JOCTYII K CBOEH 3IEKTPOHHON MOYTe, YTOOBI
BbI yOEAMIINCH, YTO OHHU HE OOLIAIOTCS C HE3HAKOMIIAMHU.

15. OOBsicHUTE HETSIM, YTO HENB3S MCIOJIb30BaTh CETh VIS XYJIMTAHCTBA, PACIPOCTPAHEHUS CIUICTEH
WM yTPo3.

Bo3spacr nereii oT 13 g0 17 Jjer

B sTOM BO3pacTe MoApPOCTKH aKTHUBHO HCIONB3YIOT MOWCKOBBIE MAIIWHBI, TOJIB3YIOTCS AJIEKTPOHHOM
MIOYTOM, CITy’)k0aMy MIHOBEHHOT'O OOMEHa COOOIIEHUSIMH, CKAaYMBAIOT MY3BIKY B (OHUIbMBI. ManbuukaM B 3TOM
BO3pacTe OOJIBIIIE 10 HPaBy CMETaTh BCE OTPAHUUYECHHS, OHH JKaXIyT TpyOOro FoMOpa, a3apTHBIX U, KAPTHHOK
"5 B3pocabix”. JIeBOUKH TIPEAITOYUTAIOT OOIIATHCS B YaTaX, IIPH 3TOM OHH Topa3no 0ojiee IyBCTBUTEIBHBI K
CEKCyaNbHBIM JIoOMOoTaTenscTBaM B VIHTepHeTe.

3adacTyro B JaHHOM BO3pacTe POJIUTEISIM YK€ BEChMa CII0KHO KOHTPOJIUPOBATh CBOMX JETEH, TaK KaK
00 MHTepHeTe OHM YK€ 3HAIOT 3HAYMTENbHO OoJiblle CBOMX poauTesiell. Tem He MeHee, He OTIyCKalTe JeTel B
"cBoOoaHOEe maBanue" mo MuTepHety. CrapaiiTeck akTHBHO y4acTBOBaTh B 001IeHnH pebeHka B ViHTepHeTe.

Baxno mo-mpexHeMy cTporo coOmofarh mpaBuia MHTepHeT-0e30MacHOCTH - COTJIALICHUE MEXIY
ponutensMu U netbMu. Kpome Toro, HeoOX0AMMO Kak MOKHO Yallle MPOCMAaTpUBATh OTUYETHI O AEATENbHOCTH
nereii B Murepuere. Crnemyer oOpaTUTh BHUMaHHWE HAa HEOOXOIUMOCTH COACPIKAHHS POAUTEIBCKHX IMapoiei
(maposneit amMUHUCTPATOPOB) B CTPOTOM CEKPETE U 0OpaTUTh BHUMAHUE Ha CTPOTOCTh ITHX MapoJei.

CoBeThl 0 6€301acHOCTH B 3TOM Bo3pacte ot 13 mo 17 met

1. Co3pmaiiTe CITUCOK AOMAIIHUX IIPaBUJ Mocelenns MHTepHeTa npu yd4acTHH MOJPOCTKOB M TpeOyinTe
0e3yCIIOBHOTO €ro BBITOIHEHHs. OOToBOpUTE C peOSHKOM CITHCOK 3alpelieHHBIX calToB ("depHBIH CIHUCOK"),
gacel paboTh B IHTEpHETE, pyKOBOACTBO 110 00IIeHHIO B MIHTEpHETE (B TOM YHCIIE B aTax).

2. KomnproTep ¢ MoAKIIOuYeHHEM K ceTH MIHTepHeT JODKeH HaXOIUThCS B 00IIe KOMHATe.

3. He 3a0miBaiiTe OecenoBath ¢ AeTbMU 00 WX JPY3biAX B VMIHTEpHETEe, O TOM, YeM OHU 3aHSTHI TAKUM
o0pazoMm, OyAaTO pedb HIET O APY3bsX B pealbHOM >ku3HH. CrpammBaiiTe O JIOASX, C KOTOPBIMH JETH
OO0IIAIOTCSI IOCPEACTBOM CIY’KO MTHOBEHHOTO OOMEHa COOOIIECHHMAMH, YTOOBI YOCOUTHCS, YTO ATH JIIOAM MM
3HAKOMBI.

4. Ucnonp3yiite cpeacTBa OIOKMPOBaHUS HEXKENATEIBHOTO KOHTEHTA KaK JIOMOJHEHUE K CTAaHIAPTHOMY
PonurenbckoMy KOHTpPOJIIO.

5. HeoOxomumo 3HaTh, KaKHMH 4YaTamMd MoJb3ytorcss Bamm peru. IloompsiiTe ucmonb30BaHnE
MOJIEPHPYEMBIX YaTOB M HAaCTaWBaiTe, 9TOOBI JETH HE OOINAINCh B TPUBATHOM PEKHME.

6. HactanBaiiTe Ha TOM, 9TOOBI IETH HUKOTIa HE BCTPEYAINCH JINYHO C IPY3bsIMH U3 ceTu HTepHEeT.

7. TlpuyunTte neTeil HE BBIIABATh CBOIO JIMUYHYIO HWH(MOPMAIHMIO CPEICTBAMH 3JICKTPOHHOMN ITOYTHI,
YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIICHHSMH, PETHCTPAITMOHHBIX (OpPM, JIMUHBIX Tpoduied W mpH
perucrpanyu Ha KOHKypchl B UHTEepHETE.

8. Ilpuyunre aereli He 3arpykaTh nporpammbl 0e3 Bamrero paspemenus. OObSICHHTE UM, YTO OHHU
MOTYT CIIy4ailHO 3arpy3HUTh BUPYCHI HIIM IPYTO€ HEXKEJIATeIbHOE IPOrpaMMHOE o0ecIieueHHe.

9. Ilpuyunre Bamero pebGenka cooOmares BaM O JIOOBIX YIrpo3ax WM TpPEBOTax, CBA3aHHBIX C
Untepuerom. HanomuuTe 1eTsM, 4TO OHM B O€30MACHOCTH, €CIIM CAMHU PacCKas3ald BaM, O CBOMX yrpo3ax WM
TpeBorax. [ToxBanuTe WX U MOCOBETYHTE OAOUTH ellle pa3 B MOJOOHBIX CITydasX.

10. Pacckaxute netsim o nopHorpaduu B MuTepHeTe. [ToMorure UM 3aiuTUTBCS OT criama. Hayuwnre
MOJIPOCTKOB HE BbIaBaTh B VIHTepHETE CBOEro peajbHOr0 JJIEKTPOHHOTO ajpeca, HE OTBeYaTh Ha
HEXXeNaTellbHbIe MMChMAa U HCTIOJIb30BaTh CIICIIHAIbHBIC TIOYTOBBIE (DUITBTPHIL.

11. Ilpuyunte cebst 3SHAKOMUTHCS € CallTaMH, KOTOPBIE MTOCETIAIOT TOAPOCTKH.

12. HayuuTe nmeteit yBakaTh IPYTUX B WHTEpHETE. Y OCTUTECh, YTO OHHM 3HAIOT O TOM, YTO IIpaBMIIA
XOPOIIETo MOBEACHUS AEUCTBYIOT BE3/IE - Ja)Ke B BUPTYAIbHOM MHpE.

13. OObsAcHUTE HeTsSM, YTO HHU B KOEM ciydae HeNb3s HCIoib3oBaTh CeTb ISl XYJNIHTaHCTBA,
pacnpocTpaHeHHs CIUIETEH HITH YTPO3 APYTHM JIFOISM.

14. O6cynute ¢ mogpocTKaMu NpoOIEeMBl CETEBBIX a3apPTHBIX UTP M MX BO3MOXHBIN puck. Hamomuure,
YTO J€TU HE MOTYT UTPaTh B 3TH UTPHI COITIACHO 3aKOHY.

[locTossHHO KOHTpoONMpyiiTe Hcnoibp3oBanne MutepHera Bammm pebenkoM! DTo He HapyuieHHE ero
JIMYHOTO MPOCTPAHCTBA, a Mepa MPEAOCTOPOKHOCTH U MposBIeHHe Bareil poauTensckoil 0TBETCTBEHHOCTH U
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